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SYNTHETIC DATA COULD BE A USEFUL TOOL FOR PRIVACY 
PROTECTION…
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”3. Synthetic data generation: AI systems could be, 
at least partially, trained using artificially generated
training personal data. These synthetic data reflect
the real-world data’s statistical properties while not 
being attributable to an individual. If deemed
suitable, this measure should be implemented with
due care as it may introduce additional challenges. 
Thus, if this measure is envisaged, it should be
implemented in combination with the additional 
measures presented above given the possibility of
additional attacks (e.g. membership inference
attacks).“ (Page 33)

Source: https://www.edps.europa.eu/data-protection/our-work/publications/guidelines/2025-11-11-guidance-risk-management-artificial-intelligence-systems_en
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Source: https://synthetichealth.github.io/synthea/ 

https://synthetichealth.github.io/synthea/
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AN INFORMATION THEORETIC VIEW OF SYNTHETIC DATA
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• The statistical utility of a synthetic data set is
higher, the easier it is to distinguish, whether the
real data set was P or Q.

• The privacy protection of a synthetic data set is
higher, the harder it is to distinguish, whether the
real data set was P or Q. 
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A VERY BRIEF INTRODUCTION TO GENERATIVE AI MODELS
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• The central promise: A generative AI 
model learns the underlying distribution of
the real data and then samples new
synthetic data from the underlying
distribution (mainly images and text). 

• Today, various generative AI models are
used, such as those based on

• Generative Pre-TrainedTransformers (GPT) 
(Radford et al., 2018), 

• Diffusion models (Sohl-Dickstein et al., 
2015) or

• Generative Adversarial Nets (GAN) 
(Goodfellow et al., 2014)

Source: https://www.freecodecamp.org/news/an-intuitive-introduction-to-generative-adversarial-networks-gans-7a2264a81394
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Deceptively Real – Yet Privacy Compliant? 11

Source: Karras et al. 2019
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Source: Akbar et al. 2024



ARE SYNTHETIC DATA PRIVACY-PRESERVING?
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GENERATIVE MODELS CAN MEMORIZE REAL DATA
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Source: Akbar et al. 2024
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Images from the Training Data Reconstructed generated Images



// Page

SYNTHETIC DATA COULD BE A USEFUL TOOL FOR PRIVACY 
PROTECTION…

Deceptively Real – Yet Privacy Compliant? 16

„3. Synthetic data generation: AI systems could be, 
at least partially, trained using artificially generated
training personal data. These synthetic data reflect
the real-world data’s statistical properties while not 
being attributable to an individual. If deemed
suitable, this measure should be implemented
with due care as it may introduce additional 
challenges. Thus, if this measure is envisaged, it
should be implemented in combination with the
additional measures presented above given the
possibility of additional attacks (e.g. membership
inference attacks).“ (Page 33)

Source: https://www.edps.europa.eu/data-protection/our-work/publications/guidelines/2025-11-11-guidance-risk-management-artificial-intelligence-systems_en
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training personal data. These synthetic data reflect
the real-world data’s statistical properties while not 
being attributable to an individual. If deemed
suitable, this measure should be implemented with
due care as it may introduce additional challenges.
Thus, if this measure is envisaged, it should be
implemented in combination with the additional 
measures presented above given the possibility of
additional attacks (e.g. membership inference
attacks).“ (Page 33)

Source: https://www.edps.europa.eu/data-protection/our-work/publications/guidelines/2025-11-11-guidance-risk-management-artificial-intelligence-systems_en
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WHAT ARE FORMAL PRIVACY GUARANTEES?
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• A mathematically formal privacy
guarantee is known as Differential 
Privacy (Dwork et al., 2006).

• “A randomized algorithm 𝑀 is 
differentially private if for every 
pair of neighboring datasets 
𝑋, 𝑋′ ∈ 𝒳𝑛, the random variables 
𝑀 𝑋  and 𝑀 𝑋′  are similarly 
distributed.”
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SYNTHETIC DATA AND FORMAL PRIVACY GUARANTEES
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Our research question: 

(Neunhoeffer, Seeman & Drechsler, HDSR 2026)

• Can synthetic data that was generated without
formal privacy guarantees still satisfy some form 
of privacy guarantees?
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Our results: 

(Neunhoeffer, Seeman & Drechsler, HDSR 2026)

• We’ll start with a very simple case: We generate
synthetic data from a sample of a univariate 
normal distribution with known variance using a 
model for normal synthetic data. 

• In this case, we can show that the generation of
the synthetic data corresponds to a randomized
mechanism with a formal 𝜌-zCDP (Bun & Steinke, 
2016) guarantee.
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Then the number of synthetic data points 𝑛𝑠𝑦𝑛𝑡ℎ can be 
chosen such that the synthetic data satisfies a formal 𝜌-zCDP 
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• Two observations: 

1. To meet a formal data protection guarantee, 
the sensitivity of the sufficient statistic (Δ2)
must be limited. 

2. The number of generated synthetic data points
determines the level of protection. The more
artificial data points are published, the weaker
the protection becomes.
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Our research question: 

(Bun, Gaboardi, Neunhoeffer & Zhang, PODS 2024)

• How can we release differentially private 
synthetic data from longitudinal studies (where
individuals are repeatedly observed over time)?

• We need to maintain privacy while preserving
individual-level trends and longitudinal 
consistency across continual data releases

• Key challenge: synthetic individuals must persist
over time, with records updated incrementally
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Our results: 

• Two algorithms for two query classes: fixed time 
window queries (k-month windows) and 
cumulative time queries (Hamming weight
tracking)

• Nearly tight error bounds: O(√(kT)/n) for windows
and O(√T/n) for cumulative, matching single-shot
lower bounds despite continual release
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SYNTHETIC DATA THAT IS BOTH DECEPTIVELY REAL AND PRIVACY-
PRESERVING HAS SO FAR BEEN DIFFICULT TO PRODUCE…
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• Generative AI models can generate deceptively
real synthetic data.

• Synthetic data is not automatically privacy
preserving.

Df(PD||QD)  ≥  Df(PS||QS)
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• Randomized generative models can satisfy formal 
privacy guarantees under narrow conditions.

• We can build generative models with formal 
privacy guarantees, however, these are only
useful for restricted query classes. 

• Bridging that gap is the open research frontier: 
formal guarantees for realistic, high-dimensional 
synthesizers, and richer longitudinal patterns
(spell lengths, multi-attribute joins, cross-
temporal queries).
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